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Introduction

This policy is to ensure that all employees are aware of their responsibilities in
connection with the use of social networking sites. It recognises that the use
of such sites have become a significant part of life for many people and
provide a way of keeping in touch with friends and colleagues, and can be
used to exchange ideas and views. Examples of such sites include, but are not
limited to, MySpace, Twitter, Facebook, Instagram, Snap Chat, LinkedIn,
YouTube, MSN, Forums, Bulletin Boards, Chatrooms, Instant Messenger and
comment streams on public websites such as newspaper sites. The principles
set out in this policy must be followed irrespective of the medium.

All employees are expected to comply with this policy and behave responsibly
and professionally at all times whilst using social network sites. Employees
should maintain a professional distance from pupils and therefore should not
be involved in social networking with pupils either in or outside of the
academy.

Whilst it is important that employees are able to use technology and related
services effectively and flexibly, they must ensure that, when doing so, they
do not make themselves vulnerable. This must also be balanced with the duty
of the Headteacher and the Local Management Board to safeguard children
and the reputation of the academy.

Scope

This policy applies to all employees, including casual, agency staff, self-
employed workers and volunteers.

Aims

This policy outlines the standards employees are required to observe when
using social networking sites, and the action that will be taken in respect of
any breaches of this policy.

It is not the intention of this policy to interfere with employees’ personal lives
but ask them to be mindful of the points outlined below (see 5.0) and not to
bring the academy into disrepute with any inappropriate/ offensive postings.

The policy aims to:

Reinforce the need to use social networking sites safely and securely;

Ensure that employees are aware of the risks associated with the inappropriate
use of social networking sites;

Safeguard employees in connection with the use of social networking sites and
to ensure they do not put themselves in vulnerable situations;

Ensure that the Headteacher, the Local Management Board and all employees

maintain their duty to safeguard children and the reputation of the academy.

Responsibilities
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The Local Management Board must ensure that this policy is implemented
and that both current and new employees have access to, and are made aware
of, this policy.

Headteachers/Line Managers must be fully aware of this policy and ensure
that they and all employees are aware of the policy and their own
responsibilities. Employees must be made aware of the risks of using social
networking sites and the possible implications to their employment if there is
inappropriate use.

Advice from Human Resources can be sought where necessary, particularly
where disciplinary procedures may need to be instigated.

Employees must behave responsibly and professionally at all times in
connection with the use of social networking sites; both within the academy
and outside of work, socialising etc. and must comply with this policy and co-
operate fully with the academy’s management in ensuring the implementation
of this policy.

Use of Social Networking Sites

Access to social media sites for personal reasons whilst at work is not
encouraged and employees are expected to access these sites within their own
time.

Employees may legitimately access social media sites for work purposes via
academy information systems and equipment where this forms part of their
role or with prior approval from the Headteacher.

Employees should be aware that when communicating via social networking
sites anything said, shown or received could be made available, intentionally
or unintentionally to a wider audience than originally intended.

Employees need to be aware that their reputation could be harmed by what
others share about them online, such as being tagged into inappropriate posts,
photographs, or videos.

Employees need to consider their own professional conduct online; certain
behaviour could breach their employment code of conduct and therefore
employees must follow the procedures below:

Employees must not access social networking sites for personal use via
academy information systems or using academy equipment.

Employees must not accept pupils/students as ‘friends’ and must not approach
pupils/students to become their friends on social networking sites. Such
personal communication could be considered inappropriate and
unprofessional.

Employees must not befriend pupils (or approach pupils to become their
friends) who have left the academy and are under the age of 18 years.
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Employees are reminded to regularly check the privacy settings on their social
networking profiles, as they can change.

Employees must not post inappropriate photographs (including photographs of
pupils) on any social network site.

Employees must not post any indecent remarks. Employees must not post any
remarks in relation to political or religious views that are contrary to the values
and ethos of St Oswald’s Catholic Academy Trust.

If an employee receives messages on his/her social networking profile, which
they think, could be from a pupil they must report this to their Line
Manager/Headteacher, who will decide the appropriate action.

Employees, when making any reference to their place of work must adhere to
all guidelines in this policy. Employees must be mindful when identifying
their place of work and profession on social media sites of the potential impact
this could have on the academy’s reputation.

Employees must not disclose, on any social networking site, any information
that is confidential to the academy and the Local Management Board or
disclose any personal data or information about any individual/
colleague/pupil, which may breach the Data Protection Act.

Employees are advised to avoid posts or comments that refer to specific,
individual matters related to the academy and members of its community on
any social media accounts.

Employees must not disclose any information about the academy and the
Local Management Board that is not yet in the public arena.

Employees must not make defamatory remarks about the academy, colleagues,
pupils, or the Local Management Board or post anything that could potentially
bring the academy or the Local Management Board into disrepute during the
term and beyond the term of employment.

Employees should not disclose any confidential information relating to his/her
employment at the academy.

Employees should take care to avoid using language on social network sites
which others may find offensive, including inappropriate abbreviations.

All Employees, particularly new employees, should review their social

networking sites when they join the academy to ensure that information
available publicly about them is appropriate. This includes any images.

Breaches of the Policy
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Although the academy/the Local Management Board does not discourage
employees from using social networking sites, all employees should be aware
that the Headteacher/Local Management Board will take seriously any
circumstances where such sites are used inappropriately, including any usage
that is considered to be online bullying or harassment.

Employees need to ensure that when they are communicating about others,
even outside of work, that they give due regard to the potential for defamation
of character. Making allegations on social networking sites (even in their own
time and in their own homes) about other employees, pupils or other
individuals connected with the academy, or another school/academy, could
result in formal action being taken. This includes the uploading of photographs
which might bring the academy into disrepute.

The Headteacher can exercise their right to monitor the use of the academy’s
information systems, including internet access, where they believe
unauthorised use may be taking place; to ensure standards are maintained; to
prevent or detect crime and to pick up messages when someone is away from
work. If such monitoring detects the unauthorised use of social networking
sites disciplinary action may be taken.

If any instances or allegations of the inappropriate use of social networking
sites are brought to the attention of the Headteacher or a line manager,
investigations will take place and disciplinary action may be taken. Any
breach of this policy may constitute an act of gross misconduct.

Any breach of the policy by agency employees and self-employed workers
will result in the arrangement for that particular worker being terminated and
matters reported to the employment agency where appropriate.

There may be instances regarding the use of social networking sites where the
academy or the Local Management Board will be obliged to inform the police
of any activity or behaviour about which there are concerns as to its legality.

Further Guidance

As professionals having daily contact with pupils/students, any contact on
such sites with young people who may be friends of pupils/students is
inappropriate.

It is advised that employees do not accept parents of pupils in the academy as
‘friends’ on social networking sites.

If an employee accepts parents as ‘friends’ on social networking sites they
must follow the rules of this policy in relation to professional conduct,
implications of inappropriate words and usage.

Instances or allegations of inappropriate use in relation to social networking
with parents of pupils will be investigated and may lead to disciplinary action.

Please be aware that parents and pupils/students may access your profile and
could, if they find the information and/or images it contains
offensive/inappropriate, complain to the academy.
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Equality Statement

This policy must be applied fairly to all employees irrespective of age,
disability, gender reassignment, marriage and civil partnership, pregnancy and
maternity, race, religion or belief, sex or sexual orientation.



